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1	Decision/action requested
It is kindly requested to endorse the proposals
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3	Rationale
3.1 Background knowledge from RAN2 specification
The following Figure 1 came from TS 38.300 v1.1.1 [2] shows the relationship among QoS flow, DRB, and PDU Session.   


Figure 1 QoS architecture at gNB
In TS 38.300 v1.1.1 [1], several sentences are given for explaining the figure:
“
-	For each UE, 5GC establishes one or more PDU Sessions.
-	For each UE, the NG-RAN establishes one or more Data Radio Bearers (DRB) per PDU Session. The NG-RAN maps packets belonging to different PDU sessions to different DRBs. Hence, the NG-RAN establishes at least one default DRB for each PDU Session.
- 	Separate DRBs may be established for QoS flows requiring different packet forwarding treatment.
-	Within each PDU session, is up to NG-RAN how to map multiple QoS flows to a DRB
 “
Based on the above information, it is concluded that:
Observation 1: 5GC may establish one or more PDU sessions.
Observation 2: Each PDU session may correspond to one or more DRBs.
Observation 3: Each DRB belongs to exactly one PDU session.
Observation 4: One DRB could be reused by different QoS flows.
3.2 The granularity of UP security 
In SA3, two kinds of granularity are considered for UP security protection.
a) One proposal is session granularity, which means that DRBs belonging to the same session shall have the same protection mechanism. Different sessions could use different security mechanisms.
b) Another proposal is QoS flow granularity, which means that different QoS flows may have different protection mechanism in a PDU session.
Option a) is similar to LTE UP security mechanism but has more flexibility than LTE. On the one hand, if 5GC creates only one PDU session for all services, then all services will use the same UP security protection which is the same situation as in LTE. On the other hand, if 5GC creates several PDU sessions for different services, and if these different services have different UP security requirements, then UP security mechanisms of PDU sessions will be different. 
Observation 5: Option a) is similar to LTE UP security mechanism but allows more flexibility.
For example, a medical doctor 1) sometimes uses his phone to see the live football game, and 2) sometimes uses his phone connecting to the hospital to see a patient’s file. It is clear that 2) is much more security sensitive than 1). For addressing this situation, the UE could create a PDU session A with UP integrity protection for service 2), and create another session B without UP integrity protection for service 1). When other services are created by the doctor, the UE could arrange some services to session A, and some services to session B, depending on security requirements for each service
It is seen that option a) has an impact on how many sessions need to be created. The number of needed sessions is independent of DRBs and QoS requirements.
Observation 6: Option a) has an impact on how many sessions need to be created regardless of DRBs and QoS requirements.
Let us now discuss the same scenario under option b). The UE could create a QoS flow A for service 1), and another QoS flow B for service 2). As QoS flow A and QoS flow B have different UP security mechanisms, the gNB must create two different DRBs for them. This is because status of integrity protection inside one DRB can only be changed using a HO procedure. This is captured in the Report of RAN2 #99Bis [2]:
 “For each DRB, the enabling of integrity protection should be configured by RRC signalling semi-statically.  The enabling of integrity protection for one DRB can only be changed using a HO procedure.  ”
Observation 7: In option b), two different QoS flows that have different protection mechanisms shall be put into two different DRBs. Let us now study what happens when a new service 3) is created by the doctor, and the service needs integrity protection, but it has different QoS requirement from 2). The gNB needs to create, again, a new DRB for service 3).  Therefore, if gNB cannot put integrity protection QoS flows into an existing DRB, it has to create a new DRB for the QoS flow. This increases the gNB complexity as it needs to maintain too many DRBs for a PDU session, which consumes the resources of gNB.
Let us now illustrate comparison between options a) and b) with a scenario where UE has 3 QoS flows without UP integrity protection, as shown in Figure 1, and 3 more QoS flows with UP protection, also according to the same Figure 1. 
If option a) is used, then UE has 2 PDU sessions and each session includes 2 DRBs. If proposal b) is used, then UE manages with only one PDU session but it includes 4 DRBs. As a comparison, we see that option b) makes it possible to use fewer PDU sessions but the number of DRBs is the same. On the other hand, option b) implies that gNB has to consider security requirements, in addition to QoS requirements, when making decisions about establishing new DRBs for QoS flows. The reduced complexity achieved by having fewer sessions does not seem justify the added complexity in the gNB functionality. Because both options are equal from security point of view, the comparison regarding complexity makes option a) preferable over option b).
Further grounds for this preference can be found by the following:  
Observation 8: two different Service Data Flows (SDF) with two different protection mechanism shall be put into two QoS flows.
In TS 23.501 [3] sections 5.7.1.5 QoS flow mapping, QoS flow allocation in SA2 states as follows.
The SMF performs the binding of SDFs to QoS flows based on the QoS and service requirements of the SDF (e.g. the received PCC rules). The SMF assigns the QFI for a new QoS flow and derives its QoS profile from the information provided by the PCF.
It shows that SMF will perform the binding of SDFs to QoS flow, and assign the QoS Flow ID for this new QoS flow. 
Meanwhile, according to TS 23.203 [4], definitions related with SDF are listed:
Service data flow: An aggregate set of packet flows carried through the PCEF that matches a service data flow template.
Service data flow template: The set of service data flow filters in a PCC Rule or an application identifier in a PCC rule referring to an application detection filter, required for defining a service data flow.
It shows that SDF is a type of packet flow, where all the packets with this SDF match with the service data flow template. Also, service data flow template determined by the PCF, is related with the application.
Therefore, if options b) is used here, besides the QoS and service requirements of the SDF, QoS flow allocation by SMF shall also take the security requirements of SDF into account, which may be different per SDF. Because the SDF security requirements is related with the application security requirement. Hence, more QoS flows may be needed to meet various security requirements of SDFs received from PCF. In the end, QoS flow allocation procedure needs more work compared with the standard procedure in SA2. Also, the procedure in SA2 has to be updated accordingly. 
Hence, option a) can reuse LTE mechanism, while option b) needs to corporate with SA2 by defining new QFI value. RAN2 could be involved to evaluate two options.
Proposal 1: Option a) is endorsed by SA3.
Proposal 2: Send a LS to SA2 and RAN2 to inform the AS security mechanism.
3.3 Proposal 
SA3 is kindly requested to endorse the proposal 1 and proposal 2.
Proposal 1: Option a) is endorsed by SA3.
Proposal 2: Send a LS to SA2 and RAN2 to inform the AS security mechanism.
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